Privacy & Fair Processing Policy

WH&R McCartney is a trading name of Acrisure Broking Ltd, Registered in England No.
00546706. We are authorised and regulated by the Financial Conduct Authority (FCA).
Our FCA Register number is 310883. These details can be checked on the FCA’s
Register by visiting the FCA’s website — www.fca.org.uk or by contacting the FCA on 0845
606 1234.

We offer clients the benefit of our insurance knowledge, experience and expertise
across a wide range of policy classes through our Commercial, Private Clients,
Employee Benefits, Healthcare and Risk Management teams. We endeavour to ensure
the privacy and the confidentiality of Personal Data. We may receive Personal Data
about individuals relating to potential or actual policyholders, beneficiaries under a
policy, their family members, claimants and other parties involved in a claim during the
insurance lifecycle. Therefore, references to “you/your/their” includes individuals or
third parties. This notice sets out our use of this Personal Data and the disclosures we
make to other insurance market participants and other third parties. In order for us to
provide these services we, and other participants in the Insurance industry use and
share Personal Data.

Important

This Privacy Notice governs our use of your Personal Data and is not designed to replace
any insurance policy or contract that you may hold with us.

1. Our commitment to privacy

¢ We are committed to observing your privacy rights under the General Data
Protection Regulation (GDPR) and UK Data Protection laws. e We recognise the
importance of the Personal Data that you entrust to us in order to conduct our
business with you.

¢ We understand that it is our duty to tell you how we will hold and use your
Personal Data.

e We believe in the importance of being fully transparent in our dealings with you.

e We will only collect, hold and process your Personal Data with your consent for
specific processing purposes. We understand that it is important to allow you to
withdraw your consent at any given stage of the processing or after conclusion of
a contract. Please bear in mind that if you withdraw consent this may affect our
ability to provide services to you.

e« Our physical and technological security measures are designed to protect your
Personal and Sensitive Data and demonstrate our continuing commitment to the
GDPR and UK Data Protection laws.
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¢ We firmly believe that you should be able to make privacy choices that are right
for you. We understand that it is our duty to make sure your Personal Data is
accurate and kept up to date.

¢ We are dedicated to the investment in continuously training and educating our
employees in their privacy obligations under the GDPR and UK Data Protection
laws.

2. Where do we collect your Personal Data from?

e We only collect Personal Data by lawful and fair means. We only ask for Personal
Data needed to perform our professional duties and obligations. Our aimis to
always be open and transparent in our dealings with you.

e The followingis a list of whom we can potentially collect your Personal Data
from:

o Yyou; directly when you apply for a policy or submit a claim
o employer
o family member

o third party who may be applying for a policy for which you are a
beneficiary or a named individual

o otherinsurance market participants
o creditreference agencies

o anti-fraud databases

o sanctions lists

o courtjudgements

o government agencies

o open electoralregister

o Third parties, including those related to the administration or processing
of claims

¢ We do not buy or sell Personal Data.
3. What Personal Data do we collect?

The type of Personal Data that we collect depends on the nature of our interaction and
relationship with you (for example you may be the client or a third-party administrator
such as loss adjuster, a claims expert or a lawyer). However, in general terms the
following are examples of the Personal Data we collect, but this list is not exhaustive:
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General identification and contact Data

Your name, address, e-mail address, telephone details, date and place of birth,
gender, marital status, nationality, employer, job title and employment history,
benefit coverage and family details, including their relationship to you.

Identification issued by government bodies and agencies
Passport number, national insurance number, tax identification number and
driving license humber.

Financial Data
Bank account or payment card details, income or other financial Data

Credit and Anti-Fraud Data
Credit history, credit score, sanctions, and Data received from various anti-fraud
databases relating to you.

Sensitive Data

Health status; injury or disability Data, prescription Data; medical history,
criminal convictions, racial or ethnic origin, religious beliefs, genetic Data and
sexual orientation.

4. Why do we collect this Personal Data and what do we do with it?

We collect, use and store your Personal Data to:

Manage our relationship with you as a client or policyholder or prospective client
or a policyholder

Manage the lifecycle of a risk including adjustments, renewals and claim
processes

Investigate potential crime, including fraud and money laundering and to analyse
other commercial risks within the sector

Manage and resolve complaints and to handle requests for Data access,
rectification and withdrawal of consent

5. International Transfers of Personal Data

Due to the global nature of our business, there may be a need for us to send your
Personal Data to parties located outside of the European Economic Area (EEA).
We will take the necessary steps to inform you if this is the case.

We will always make sure that appropriate steps are taken to safeguard the
international transfer of your Personal Data. Any transfers to third parties outside
of the EEA will be protected by contractual commitments and an assurance by
all parties to abide by the stringent requirements of the GDPR.
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¢ We are committed to explaining what safeguards we have in place for
international transfers of Personal Data; should you require.

6. How long do we keep hold of your Personal Data?

¢ We are committed to making sure that the Personal Data we process is reliable
and accurate. We will store your Personal Data for only as long as is legally
necessary, solely for the purpose that that it was originally collected for, and for
the purposes for which you have consented to.

e We abide by our internal Data Retention Policy which is applied to all Personal
Data in our care.

¢ We are committed to ensuring Personal Data which is no longer required by our
business will be destroyed or put beyond use.

7. Legitimate Interests

We process Personal Data for certain legitimate interests, which may include the
following:

e toenable usto determine what insurance products and services that we may
arrange for you and the terms of those services

¢ toidentify and prevent fraud.

When we process your Personal Data for our legitimate interests, we make sure to
consider and balance any potential impact on you (both positive and negative), and your
rights under data protection laws. Our legitimate business interests do not
automatically override your interests.

8. What are your rights?

¢ You have the right to access your Personal Data that we hold about you. We will
give you a copy of your Data and we will disclose how your Data is being
processed. We are committed to being transparent and will provide you with a
description as to what Personal Data we collected, how we used it, who we
disclosed it to, how we protect it and how long it will be/has been stored.

¢ You have the right to correct any Personal Data held by us which you believe
could be inaccurate or incomplete. We may seek to check the accuracy of the
Personal Data in question. If your Personal Data has been passed onto a Third
Party we will inform them of the rectification where possible and disclose the
details of that Third Party to you.

¢ You have the right to object to our processing of your Personal Data. We are
committed to ensuring your interests, fundamental rights and freedoms are
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properly balanced against our legitimate interests. This will not apply in the
following instances:

o Where we can provide compelling legitimate grounds for the processing
to continue and override the interests, rights and freedoms of the
individual;

o Where processing is necessary for legal claims.

o You have the right for your Personal Data to be destroyed or put beyond
use. This will only apply where the Personal Data is no longer valid for the
original purpose that it was collected for, where you have withdrawn
consent, where you have objected to the Personal Data being processed.

o You have the right to restrict the processing of Personal Data. This will
apply only in the following instances:

=  Where the accuracy of the Personal Data is challenged and needs
to checked.

=  Where we have considered the processing of your Personal Data to
be unlawful.

=  Where we may not require the Personal Data any longer but you
wish to pursue or defend a legal claim.

o You have the right to ask for Data portability. We will investigate your
request and if appropriate we will seek to provide the Personal Data to you
in a commonly used and machine readable form.

9. Cookies we use

¢ Cookies may be used by the Website to allow us to recognise you and your
preferred settings e.g. to store your ID and password for future sessions. This
saves you from re-entering information on return visits to the Website. You have
the option not to use this feature, in which event no cookies will be retained on
your computer.

¢ Ifthe site has a secure log-in for our registered users, it may use a temporary
’session cookie’ in order to perform the secure login to our website. This cookie
contains no personal information, just a long random number, and is deleted
from your web browser when you exit the Website.

¢ Temporary cookies are used in the transactional part of the Website to
authenticate you as an authorised user after you have logged in.
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¢« Your browser may be capable of being programmed to reject cookies, or to warn
you before downloading cookies, and information regarding this may be found in
your browser’s ‘help’ facility.

We use third party companies as suppliers for some of our functions. Their use of the
Data is controlled by our contract with them and they are only allowed to use the Data
strictly for the purpose we have stated e.g. the Data is not used in connection with Data
from other companies and we are not tracking user behavior outside our own sites.

10. Other Websites

This privacy policy only applies to this Website. Any other websites which may be linked
to this Website will be subject to their own privacy policy, which may differ from ours
and we are not responsible for the content provided on any third party Websites

11. Who to contact or complain to about your Personal Data that we hold

If you have any questions about our use of your Personal Data or you wish to access any
of the Personal Data that we hold about you, you can contact us at:

Shahram Shayesteh
Data Protection Officer
9th Floor

40 Leadenhall Street,
London,

EC3A 2B)

Email: sshayesteh@acrisure.com
Telephone: +44777 8643452

Should you wish to make a complaint about how we use your Personal Data, we would
welcome your contact so that we have the opportunity to resolve the issue to your
satisfaction.

You also have the right to refer any complaint to the Information Commissioner’s Office
(1C0O).

The ICO can be contacted on their helpline number: 0303 123 1113 (local rate).
Website: ico.org.uk

/A ACRISURE®


mailto:sshayesteh@acrisure.com
https://ico.org.uk/

